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1
Decision/action requested

This contribution proposes a draft skeleton for TR33.814
2
References

3
Rationale

The current test cases provided in clause 4.2.1.1 do not apply to real network environments. For example, it may be not possible to get private keys.
4
Detailed proposal

**** START OF CHANGES ****

4.2.1.1 
De-concealment of SUPI from the SUCI based on the protection scheme used to generate the SUCI.

Requirement Name: De-concealment of SUPI from the SUCI based on the protection scheme used to generate the SUCI. 

Requirement Reference: TBA

Requirement Description: "The SIDF shall resolve the SUPI from the SUCI based on the protection scheme used to generate the SUCI." as specified in TS 33.501, clause 5.8.2 

Security Objective Reference: TBA

TEST CASE: 

Test Name: TC_DE-CONCEAL_SUPI_from_SUCI_UDM

Purpose: 

Verify that the SIDF De-conceals the SUPI from the SUCI based on the protection scheme used to generate the SUCI.
Editor's Note: Verification that the SUPI is included as input parameter to the key derivation of KAMF from KSEAF, is FFS. 
Procedure and execution steps:

Pre-Condition: 

· UDM network product is connected in simulated/real network environment.

· Tester shall have access to the subscription data stored in UDR.
· Tester shall record the ephemeral public key from the UE.
Execution Steps: 

Test case:

Tester shall capture the entire authentication procedure between UE and AMF over N1, N12 and N13 interface using any network analyser. 
1.
Tester shall filter the N1 message (registration request) sent during primary authentication between UE and AMF to retrieve the SUCI.
2.
Tester shall retrieve the ephemeral public key from the SUCI, match the ephemeral public key from UE from step 1, and retrieve the SUPI from the subscription data stored in UDR.
3.
Tester shall filter the Nudm_Authentication_Get Response message sent from UDM to AUSF over N13 interface containing the SUPI.
4.
Tester shall compare the SUPI gotten from step 2 and the SUPI retrieved from Nudm_Authentication_Get Response message.








Expected Results:
SIDF resolves the SUPI from the SUCI based on the protection scheme used to generate the SUCI.

Expected format of evidence:

Evidence suitable for the interface, e.g., evidence can be presented in the form of screenshot/screen-capture.
**** END OF CHANGES ****

